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rust has become the foundation of every digital  platforms and manipulate users into revealing sensitive
interaction. Whether a customer accesses a information.
financial account, an employee connects to an PasswordFree© was created to address this challenge by
enterprise system, or a citizen uses an online rethinking authentication itself. Instead of strengthening
service, organizations must be able to verify passwords or building additional layers around them, the
identity with confidence. Establishing that trust, ~company eliminates passwords altogether, replacing them

however, has become increasingly difficult as cyber threats  with a system based on mutual verification between the user

evolve and attackers shift their focus from infrastructure to  and the service. The result is Full Duplex Authentication®,

human identities. a patented approach designed to eliminate password
Eusebio Coterillo, co-founder of Identité©® and creator of dependency while establishing trust in both directions.

PasswordFree®, describes this challenge clearly: ‘
“Trust has become the most valuable currency in business.

Every qigital 'interaction, from banking trénsac.tion's to  WE ARE ELIMINATING PASSWORDS
enterprise logins, now depends on proving identity in an ENTIRELY AND CREATING A

environment where attackers are no longer targeting systems

directly, but the humans who use them.” MORE SECURE FOUNDATION FOR
For decades, passwords served as the primary method DIGITAL TRUST.

of authentication, protecting everything from corporate
networks and healthcare systems to financial platforms MOVING BEYOND ONE-WAY AUTHENTICATION
and personal accounts. But today's digital landscape is  Traditional authentication systems operate through a simple
fundamentally different. Organizations now operate across exchange: a service requests proof of identity, and the user
cloud environments, mobile platforms, and interconnected provides credentials. Whether that credential is a password, a
ecosystems where traditional security boundaries no longer  one-time passcode, or another authentication factor, the
exist. At the same time, cybercriminals increasingly rely on  burden remains primarily on the user.
phishing, credential theft, social engineering, and Al-powered
impersonation techniques that exploit users rather than
technical infrastructure.
This exposes a fundamental weakness in traditional
authentication. Users are required to prove who they are
to a service, but the service does not always prove that it is
legitimate to the user. We have spent decades asking, “Are
you really who you claim to be?” Far less attention has
been paid to the equally important question the
user should be able to ask: “Is this really the
service | intended to reach?” That gap
creates opportunities for attackers

Eusebio Coterillo, i
to impersonate trusted

Co-Founder



PasswordFree© changes this model with its unique
two-way authentication process. Through Full Duplex
Authentication®, both the user and the service verify each
other before access is granted. This creates a stronger
security model because a malicious website or impersonated
service cannot simply rely on the user's willingness to provide
a credential. The service itself must participate in the mutual
authentication process.

The technology uses encrypted communication between
the authentication service and the user's registered device.
During authentication, the service generates a dynamic
image and numeric code, which are securely replicated on
the user's device. The user confirms that both match before
completing biometric verification through fingerprint or
facial recognition.

As Coterillo explains:

“We improve security while simplifying the user
experience. Security and usability should not be competing
objectives. The best security is often the security people
barely notice.”

While simplicity is an important benefit, the company's
primary objective is security. By replacing static credentials
with dynamic, mutual verification, PasswordFree® aims to
reduce exposure to phishing attacks, credential theft, and
fraudulent access attempts. The result is an authentication
framework designed for a world where identity, not
infrastructure, is the new security perimeter.

FULL DUPLEX AUTHENTICATION® AS A
STRUCTURAL SHIFT

PasswordFree® views Full Duplex Authentication® not simply
as another authentication factor, but as a fundamentally
different security model. Rather than relying on a user to
prove their identity through static credentials, the platform
establishes trust through mutual verification between the
user and the service.

The distinction is important. Adding another factor can
strengthen authentication, but it does not necessarily change
the underlying trust model. Full Duplex Authentication® is
designed to change that model by making trust reciprocal.

This shift changes authentication from a single login
event into the beginning of a trusted digital relationship. By
requiring both parties to validate one anotherbefore accessis
granted, the platformis designed to reduce the effectiveness
of phishing attacks, man-in-the-browser attacks, rogue proxy
interception, impersonation attacks, and other techniques
that exploit one-way authentication models.

HOW THE EXPERIENCE WORKS IN PRACTICE

From the user's perspective, the experience is intentionally
simple. Instead of entering a password, the user interacts
with a secure prompt delivered to their registered device.
This may involve scanning a QR code, responding to a push
notification, or verifying a dynamic visual challenge.

The authentication server generates a unique visual and
numeric combination that is mirrored on the user's device.
The user confirms the match using biometrics such as facial
recognition or fingerprint authentication, depending on the

device.

WE IMPROVE SECURITY
WHILE SIMPLIFYING THE USER
EXPERIENCE.

This process removes password entry entirely while
maintaining a high level of security assurance. The objective
is straightforward: make authentication extraordinarily
difficult to counterfeit without making it difficult for
legitimate users.

In more advanced configurations, users can choose
between single-device and dual-device authentication,
with the latter adding an additional layer of separation
between login initiation and approval. This reduces the risk
of accidental approvals and strengthens resistance against
push fatigue attacks.

LOGINFREE AND THE REMOVAL OF RETURNING
FRICTION
Beyond initial authentication, PasswordFree©® introduces
LoginFree, a feature designed to eliminate repetitive login
steps for returning users. Once a trusted device relationship
is established, users no longer need to enter usernames or
passwords to access their accounts.

Instead, recognition of the trusted device allows access
requests to be confirmed with a single interaction.

This approach is particularly relevant in high-traffic
environments such as e-commerce platforms, digital banking
services, and enterprise portals, where repeated logins often
create unnecessary friction and contribute to user drop-off.

By reducing authentication to a minimal interaction,
PasswordFree® aims to transform login from a barrier into a
seamless transition point. The goal is not simply to eliminate
passwords. It is to eliminate unnecessary friction without
sacrificing trust.

ENTERPRISE INTEGRATION AND SCALABILITY
PasswordFree® is designed to integrate into existing enterprise
ecosystems without requiring full infrastructure replacement.
It supports integration with major identity providers such
as Azure AD, Okta, Ping Identity, and Keycloak through SSO,
RADIUS, and API-based connections.

This flexibility allows organizations to adopt passwordless
authentication without disrupting existing workflows or
security policies. It also enables gradual migration strategies,
where passwordless systems coexist with legacy authentication
during transition phases.

The platformis designed to scale across industries, including
financial services, healthcare, government, and retail.

SECURITY BEYOND AUTHENTICATION

One of the key differentiators in PasswordFree's© approach
is its emphasis on extending security beyond authentication
into authorization. Traditional systems often treat login as the
primary security checkpoint. Once access is granted, internal
systems frequently rely on trust assumptions that can be
exploited.

Authentication answers one question: who is attempting to
enter? Authorization answers another: what should that person
be permitted to do? Treating the first answer as permanent
proof for the second creates unnecessary risk.

By supporting continued identity assurance through trusted
device, biometric, and contextual signals, PasswordFree® is

designed to reduce the risk of unauthorized actions after the
initial authentication event.

This becomes particularly important in environments where
compromised accounts or insider threats can lead to significant
data exposure.

BUSINESS IMPACT AND USER ADOPTION

Beyond security improvements, PasswordFree® is positioned
as a driver of measurable business outcomes. In digital
commerce environments, reducing login friction can directly
influence conversion rates, registration completion, and cart
abandonment.

Simplified authentication can improve onboarding and
engagement by removing one of the most persistent sources
of friction in the digital experience. By removing passwords,
organizations also reduce dependency on recovery systems,
helpdesk interventions, and password reset cycles.

The broader impact is both operational and financial, with
the potential for reduced support overhead and improved user
satisfaction.

A SHIFT TOWARD PASSWORDLESS IDENTITY
ECOSYSTEMS

The broader industry trend is moving toward identity-centric
security models, where authentication is continuous, adaptive,
and context-aware. PasswordFree®© aligns with this shift by
eliminating static credentials and replacing them with dynamic
trust validation.

This represents not just a technological change, but a
philosophical one. Identity is no longer something that is
checked once at login. Digital trust must be established with
confidence and maintained throughout the interaction.

PasswordFree's©  approach  reflects a  broader
transformation in cybersecurity thinking. Instead of reinforcing
outdated systems, it proposes removing their foundational
weakness entirely.

As Coterillo states:

“We are eliminating passwords entirely and creating a
more secure foundation for digital trust. Because if we cannot
establish with confidence who is participating in a digital
interaction, everything we build on top of that identity rests on
uncertain ground.”

By combining Full Duplex Authentication®, device-based
identity, and biometric verification, Identité©® is challenging
one of cybersecurity's oldest assumptions: that only the
user should have to prove who they are. Its approach moves
authentication beyond passwords and one-way verification
toward Mutual Trust, where both sides of a digital interaction
canestablish confidenceinthe other. As Almakesimpersonation
easier and digital interactions harder to judge by appearance
alone, trust can no longer be assumed. It must be mutual. It
must be verifiable. And it must work both ways. ES




